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Introduction and Overview

The <ORG NAME> Technology Services Division (TSD) requests proposals to support the <ORG NAME> IT Security Assessment, Policy, and Plan Development project.  This project is in support of an ongoing departmental effort to properly maintain and continuously improve <ORG NAME's> existing security practices. It is anticipated that the outcome of this project will provide the following results:

· Ensure <ORG NAME> is meeting due diligence in achieving regulatory and federal compliance with protecting the confidentiality, privacy, integrity and availability of critical data; 

· Identify any gaps or vulnerabilities in <ORG NAME's> current organizational security controls and policies and make necessary adjustments to correct them;  

· Develop a comprehensive departmental security policy based on ISO standards, industry best practices, and regulatory requirements; 

· Facilitate in implementing the security policy that will serve as the foundation for more informed decision-making and increased security awareness among staff; and

· Provide knowledge transfer to TSD’s technical staff as necessary to continue in our endeavor to improve the security of the network infrastructure.

<ORG NAME> requires the proposals consist of a contractor’s technical, management, and cost proposal for the enclosed Statement of Work (see Section 3, Description of Services).  <ORG NAME> expects the contractor’s proposal to clearly demonstrate value-added and direct IT security experience related to the <ORG NAME's> requirements.

Background

The <ORG NAME>, a State department, is under the direction of the <INSERT APPLICABLE LANGUAGE>. The mission of <ORG NAME> is to provide leadership, assistance, oversight, and resources so that every Californian has access to <INSERT APPLICABLE LANGUAGE>.

<ORG NAME's> technical staff members are actively involved in providing adequate security for the Department’s network infrastructure so that we are not the “low hanging fruit” for hackers, spammers, phishing expeditions, and other nefarious activities. We have developed a substantial number of internal policies, guidelines, standards, processes and procedures surrounding IT security. Currently, the <ORG NAME> does not employ a full-time Information Security Officer. This position is a shared responsibility among the managers and supervisors within TSD.

During the past year, the State’s Information Security Office has been requiring agencies and departments to increase their level of IT security. Several new requirements have recently been mandated regarding confidentiality, privacy, integrity and availability of departmental critical data, which <ORG NAME> must adhere to and implement. 

Iniquitous activities on the Internet have become more sophisticated and demand <ORG NAME's> technical staff to continuously grow in their knowledge and expertise in order to continue to implement more complex security measures and identify gaps in existing policies. <ORG NAME> must also take adequate steps to inform departmental staff about security measures to limit theft, abuse, and inappropriate access of departmental IT equipment and critical data. Due to limited staffing resources and the technical expertise needed to perform a comprehensive security assessment, <ORG NAME> is contracting for these services. 

The <ORG NAME's> TSD is the primary provider of IT services to all programs and divisions in the Department. The TSD also provides IT guidance, planning, project management, regulatory approval, and procurement assistance services to other <ORG NAME> programs to help meet their specific IT needs. A summary of <ORG NAME's> IT environment is as follows:

File Servers
· <INSERT APPLICABLE DESCRIPTION>

Database Servers

· <INSERT APPLICABLE DESCRIPTION>

Web Servers

· <INSERT APPLICABLE DESCRIPTION>

Security

· <INSERT APPLICABLE DESCRIPTION>

Major Internet Applications

· <INSERT APPLICABLE DESCRIPTION>

Internet Service Providers

· <INSERT APPLICABLE DESCRIPTION>

Wide Area Network/Backbone

· <INSERT APPLICABLE DESCRIPTION>

Local Area Network

· <INSERT APPLICABLE DESCRIPTION>

Facilities and Geographic Locations Served

· <INSERT APPLICABLE DESCRIPTION>

Department Networked Computers and Printers

· <INSERT APPLICABLE DESCRIPTION>

Electronic Mail

· <INSERT APPLICABLE DESCRIPTION>

Help Desk

· <INSERT APPLICABLE DESCRIPTION>

Data Center Services Utilized

· <INSERT APPLICABLE DESCRIPTION>

Links to Other Department Systems 

· <INSERT APPLICABLE DESCRIPTION>

Application Services

· <INSERT APPLICABLE DESCRIPTION>

Description of Services

Contractor Role and Responsibilities

The contractor will be required to: 1) assess the privacy, confidentiality, and security needs of the department as they compare to security best practices, business objectives and both federal and state regulatory requirements, 2) develop a high level Security Plan that will encompass existing privacy, confidentiality and security policies, guidelines, standards, processes, and procedures and incorporate and implement new policies as needed or required by the Department, control agencies or statute, 3) conduct external and internal vulnerability testing, wireless security assessment, and threat assessment, 4) Incorporate results from the IT Security Assessment and Policy Development into the overall Security  Plan as necessary. 

Specifically, the contractor’s responsibilities include the following:

· Submit weekly status reports to and attend weekly project meetings with the TSD Contract Monitor;

· Hold a planning meeting with <ORG NAME> technical and business stakeholders; 

· Develop and maintain a detailed project work plan in Microsoft Project;

· Assess current network security measures as they compare to security best practices, business objectives and regulatory requirements.

· Identify, collect, and review all existing IT security policies, guidelines, standards, practices, processes and procedures; 

· Review technical security controls and mechanisms;

· Meet with departmental staff members to determine their needs related to data confidentiality, privacy and security; 

· Review applicable State Management Memorandums and Bulletins to identify new State requirements as they relate to data confidentiality, privacy and security; 

· Review sample security policies (as provided by <ORG NAME>) to determine gaps in existing policy, guidelines, and standards;

· Develop a DRAFT high level Security Plan that will encompass existing privacy, confidentiality and security policies, guidelines, standards, processes and procedures, and incorporate new policy as needed or required by <ORG NAME>, State or Federal agencies. At minimum, the high level Security Plan shall address and comply with requirements stated in the following documents: 

<INSERT DEPARTMENT SPECIFIC LAWS>

State Administrative Manual (SAM) § 4841.2 and 4841.3

California Information Practice Act (California Civil Code, § 1798)

Budget Letters (BL) issued by the Department of Finance relating to IT Security topics including but not limited to:

BL 03-13 – Assessment of IT Security Measures, Policies and Practices

BL 04-26 – Creation of Office of Technology Review Oversight, and Security; Desktop and Mobile Computing Policy; Changes to Delegated Cost Thresholds; and Suspension of some IT Reporting Activities to Finance

BL 04-35 – Safeguarding Access to State Data

BL 05-08 – IT Security Policy – Classification of Information

BL 05-32 – IT Security Policy – Encryption on Portable Computing Devices 

· Conduct external and internal vulnerability testing, wireless security assessment, and threat assessment;

· Analyze the security assessment findings and prepare documentation in order to provide a detailed analysis of the desired security posture in relation to the ISO 17799 standard and industry best practices and provide a prioritized action plan; 

· Incorporate results from the Security Assessment and Policy Development into the Security Plan, as necessary;

· Conduct a collaborative review and obtain feedback from departmental staff members on the draft security plan.

· Finalize the Security Plan and obtain buyoff from key stakeholders; 

· Provide documented Security Plan to Technology Services Division Management; 

· Present, as necessary, to Executive Staff; and,

· Implement the Security Plan.

Testing Notification

Contractor must notify the <ORG NAME> Technical Contact, on a daily basis, when the testing is initiated and completed.  The information supplied should include the source IP addresses. Parts of the testing, at <ORG NAME's> or the contractor's request, may be scheduled for a non-primetime period.

Management Report

Any specific data that is sensitive should be excluded and the management report should be in a separate document and not included in the report itself.  Examples would include:  Specific accounts with related weak passwords or specific hosts with specific vulnerabilities.  

Department Contacts

The <ORG NAME> Project Representatives for this RFO and resulting contract are:
	RFO Contact 
	<INSERT APPLICABLE CONTACT INFORMATION>



	Contract Monitor
	<INSERT APPLICABLE CONTACT INFORMATION>



	Technical Contact
	<INSERT APPLICABLE CONTACT INFORMATION>




Period of Performance

The vendor contract period is estimated to be from January 1, 2006, through May 31, 2006.  The specific due dates for the deliverables are noted in Section 5 of this RFO. The <ORG NAME's> contract with the vendor will end upon acceptance of all deliverables.

At the State's sole discretion, this contract may be extended for time or time and money and may be amended consistent with the terms and conditions of the original contract.

Tasks to be Accomplished

The contractor is responsible for the following deliverables: 1) IT Security Assessment and Report , 2) Security Policy, 3) Security Plan, 4) Implementation of Security Plan.
The <ORG NAME> and specific stakeholders will need to review draft sections of the Policy and Plan documents to provide the contractor comments and updates in a timely manner.  Therefore, the <ORG NAME> has identified the following deliverables:

	Deliverables
	Draft
	Final
	Due Date

	1. DRAFT Security Policy
	(
	
	1/27/06

	2. Complete FINAL Security Policy
	
	(
	02/14/06

	3. IT Security Assessment Report
	
	(
	2/28/06

	4. DRAFT Security Plan
	(
	
	3/25/06

	5. Incorporate assessment results into Security Plan 
	(
	
	4/1/06

	6. Complete FINAL Security Plan
	
	(
	4/22/06

	7. Complete Implementation of Security Plan
	
	
	5/31/06


To facilitate the <ORG NAME's> review of the above deliverables during the project, the contractor will deliver a complete softcopy and at least two hardcopies of all draft and final deliverables to the TSD Contract Monitor.  The contractor will work with the TSD Contract Monitor to distribute the hardcopy and softcopy of the deliverables, as appropriate, to the key stakeholders for their review and comments.  

For the final document deliverables, the contractor is responsible for providing to the <ORG NAME> the softcopy and the appropriate number of hardcopies of the final <ORG NAME> approved Policy and Plan documents required by the Executive staff for their review and approval.  

In addition to the above deliverables, the contractor is responsible for providing a succinct weekly status report that summarizes the activities performed by the contractor for the week and planned activities for subsequent weeks.  The contractor is also required to meet weekly with the TSD Contract Monitor.

State’s Responsibilities

The <ORG NAME> will facilitate the work of the contractor in the following manner:

· Provide the contractor access to the <ORG NAME> business staff, technical staff and any other relevant stakeholders;

· Provide the contractor access to applicable <ORG NAME> computer systems as appropriate to execute this agreement;

· Provide the contractor access to applicable information and documentation of current <ORG NAME> security policies, guidelines, practices, processes and procedures;

· Review the contractor’s draft deliverables within five (5) to seven (7) state business days (depending on the size and complexity of the section) and provide issues, comments, and requests for changes; 

· Review the contractor’s final deliverables within ten (10) state business days and provide issues, comments, and requests for changes; and

· Provide cubicle space for contracted consultant staff on a temporary basis as necessary to complete the contracted work activities only.

Performance Measurement and Completion Criteria

The contractor’s performance will be evaluated on a regular basis, primarily through the weekly status reports and the quality and completeness of the deliverables.  <ORG NAME> will be the sole judge of the acceptability of all work performed and all work products produced by the contractor as a result of this SOW and associated contract.  Should the work performed or the products produced by the contractor fail to meet minimum <ORG NAME> conditions, expectations, requirements or other applicable standards, specifications or guidelines, the following resolution process will be employed except as superseded by other binding processes:

· <ORG NAME> will notify the contractor in writing of deliverable non-acceptance by identifying the specific inadequacies and/or failures in the services performed and/or the products produced by the contractor within twenty (20) business days or formal receipt by <ORG NAME>.

· The contractor will, within ten (10) business days after initial problem notification, respond to <ORG NAME> by submitting (1) a detailed explanation describing precisely how the identified services and/or products actually adhere to and satisfy all applicable requirements and/or (2) a proposed corrective action plan to address the specific inadequacies and/or failures in the identified services and/or products.  Failure by the contractor to respond to <ORG NAME> initial problem notification within required time limits may result in immediate contract termination and deliverable non-payment.

· <ORG NAME> will, within twenty (20) business days (or longer if required due to <ORG NAME> business needs) after receipt of the contractor’s detailed explanation and/or proposed corrective action plan, notify the contractor in writing whether it accepts or rejects the explanation and/or plan.  If <ORG NAME> rejects the explanation and/or plan, the contractor will submit a revised corrective action plan with ten (10) business days of notification of rejection.  Failure by the contractor to respond to <ORG NAME> notification of rejection by submitting a revised corrective action plan within the required time limits may result in immediate contract termination and deliverable non-payment.

· <ORG NAME> will within twenty (20) business days (or longer if required due to <ORG NAME> business needs) of receipt of the revised corrective action plan, notify the contractor in writing whether it accepts or rejects the revised corrective action plan proposed by the contractor.  Rejection of the revised corrective action plan may result in immediate contract termination and deliverable non-payment.  

The Contract Monitor is responsible for approving and accepting work and/or deliverables.  The Contract Monitor for the contract is:
<INSERT APPLICABLE CONTACT INFORMATION>

Offer Specifications 

Overview

This section outlines the offer specifications the vendor should include in their response. To facilitate the <ORG NAME's> review and evaluation of the vendor’s qualifications and offer details, the vendor must include the appropriate responses to all of the information detailed in this section in order for the vendor’s offer to be considered.
Offer Details  

Company Information 

The vendor should provide their company and background information within their offer.  If the vendor’s offer includes the use of a sub-contractor, the vendor’s response should provide the same sub-contractor company and background information as requested for the prime vendor.  The vendor’s offer response should include the following information:

· Legal name of the firm submitting the offer;

· Mailing address;

· Contact person and telephone number; and

· Brief history and background about the vendor’s company, such as when the company was established, the services offered, number of employees, office locations, and any other general information about the organization.  

Company’s Prior <ORG NAME> Project Engagement Information 

Within the vendor’s offer, the vendor should provide the following information for all current and prior <ORG NAME> project engagements over the past three years:

· Project Name;

· <ORG NAME> Branch, Division, or Unit name

· Contact and/or Contract Manager’s name and phone number

· Project start and end dates;

· Brief description of the project; 

· Vendor’s role on the project; and

· Identify the vendor’s proposed staff (if any) that worked on the project engagement.

Company Project Experience 

The <ORG NAME> is seeking a vendor that possesses the experience delineated in each of the areas identified below.  It is acceptable that a firm may have gained the following levels of experience concurrently (e.g., two firm projects occurring concurrently over 6 months would count as 12 months experience):

· Five years experience in conducting IT security assessments and security policy development.

· Three years experience as a recognized contributor of research and development within the security industry.

In addition, the vendor should possess the knowledge and experience with, but not limited to the following:

· A defined formal methodology that meets or exceeds globally recognized security standards including but not limited to the ISO 17799 standard;

· Working knowledge of industry best practices and regulatory requirements; and

· Certified Information Systems Auditor (CISA) and/or Certified Information System Security Professional (CISSP) certifications for all staff assigned to this project

It is also desirable that the vendor possesses knowledge of the State’s Project Management Methodology and the Project Management Institute’s (PMI) Project Management Book of Knowledge (PMBOK) practices.  

Within the vendor’s offer, the vendor should demonstrate their company possesses experience, preferably five years, in each of the areas listed above by identifying the Client and the respective project where experience was gained.  For each project provided in the vendor’s response as demonstrating the vendor’s experience, the response should include the following: 

· Project name;

· Project start and end dates;

· Customer name, contact name, and contact telephone number;

· Brief description of the project; and

· Vendor’s role on the project and the final disposition of the services and/or products provided to the client.

The state reserves the right to contact any and all of the customers provided by the vendor to validate the vendor's response to the solicitation document.

Staff Experience 

The vendor’s proposed project team should possess the following experience.  It is acceptable that a proposed team member may have gained the following levels of experience concurrently (e.g., a single project can count for more than one type of experience if the experience was obtained concurrently):    
· Five years experience in conducting IT security assessments 

· Three years experience in analysis and documentation of IT security assessment findings; and

· Three years experience in reviewing and developing security policy and implementation plans.

· CISA certification and/or CISSP certification.

In addition to the above experience, it is desirable that the vendor’s proposed project team possess the following experience:   

· Experience and knowledge of state and federal laws related to privacy, confidentiality and security of data;

· Experience with the State’s Project Management Methodology and the Project Management Institute’s (PMI’s) Project Management Body of Knowledge (PMBOK).  

Within the vendor’s offer, the vendor should provide the following information for all team members:  

· Candidate’s name and current resume;

· Candidate’s role in the vendor’s effort;

· Experience in performing IT security assessments and/or in security policy development.  Include the following information:

· Clients/projects in which the candidate participated;

· Client name, contact name, and contact telephone number;

· Start date and end date for each respective client/project; and

· Overview of the candidate’s role on the respective project and the final disposition of the services and/or products provided to the client.

Project Work plan

The vendor should follow a structured approach and methodology for performing activities on this project.  The vendor should include a full list of all tools that will be used, their source and a brief description of how they will be used.  Within ten (10) state business days of the project start, the vendor must develop a project work plan for their effort.  The work plan must include activities, tasks, estimated start and end dates, duration, milestones, and dependencies.  The work plan must be updated on bi-weekly basis and provided to the TSD Contract Monitor.

Within the vendor’s offer, the vendor should provide a high-level work plan for this effort.  The work plan must identify major activities, estimated start and end dates, and deliverable milestones.  Deliverables associated with this effort are defined in Section 5 Tasks to be Accomplished.

The vendor’s offer should include adequate resources to conduct the IT security assessment phase concurrently with the policy development phase of this project. 

Cost 

The state will not accept offers structured as an open-ended or time and materials contract.   The response to this solicitation document must include a completed Cost Information form (Exhibit A) that provides the following information:

· CMAS classification for each staff person;

· Rate per hour for each staff person;

· Estimated number of hours per staff person; and

· Total cost for the contract period specified in Section 4 Period of Performance of this document.

A maximum of $80,000 is available for this project.     
Small Business Certification 

If the vendor is certified as a small business by the California Department of General Services Office of Small Business, the vendor’s offer response must include the following:

· Office of Small Business and Resources (OSBCR) Reference Number; and

· Copy of the current Small Business Certification.

California Multiple Award Schedule (CMAS) 

Each vendor that submits an offer must be an active and valid member of the California Multiple Award Schedule (CMAS).  To participate in this solicitation, the vendor’s response should contain a complete current copy of the respective vendor’s CMAS Agreement.  A complete copy of the CMAS Agreement includes the following:

· CMAS Cover Pages;

· Std. 204 Payee Data Record;

· State of California Terms and Conditions;

· Federal GSA Agreement (including terms and conditions and products and services price list); and

· Complete copies of any and all CMAS Contract Supplements.

CMAS Certifications

The following certifications are required.  If these certifications are not included in the vendor’s CMAS Agreement Terms and Conditions, the appropriate certification(s) will need to be completed if the vendor is awarded the contract.  The necessary certification forms will be provided when the contract is sent to the vendor for signatures.

· Air or Water Pollution Violations

· Sweat free Code of Conduct

· Electronic Waste Recycling Act of 2003   

· Computer Software Copyright Compliance

· Federal Certifications

Additional CMAS contract language can be viewed at the websites below:

CMAS Information Technology Terms and Conditions General Provisions (dated May 2005)

http://www.documents.dgs.ca.gov/pd/cmas/MASTCIT5-05.pdf
Acceptance Procedures for Offers

Offers must be submitted in both hard copy and electronic form (Microsoft Word 2000 or Adobe Portable Document Format (PDF) files). When submitting the proposal, the vendor must include:

· One original signature copy (Master Copy) with all attachments; 

· Three additional hardcopies of the original proposal; and

· One CD-ROM with the electronic version of the proposal, including all attachments.

The proposal, including all attachments, must be received no later than 10:00 a.m. on <DATE>.

RFO CONTACT:

<INSERT CONTACT INFORMATION>


NOTE:  Due to building security measures, hardcopies of proposals may not be hand delivered without prior arrangement.  Please contact <NAME> to arrange acceptance of deliveries in person.

Offers not received at the place by the date and time specified above will not be accepted and will be returned to the sender marked “LATE RESPONSE.” 

If you have any questions or require additional information to assist you in completing your response, please contact the department RFO contact as listed above.

Selection Criteria

Each offer will be evaluated to determine responsiveness to the requirements described herein.  Each offer will be assigned a series of points based on the rating criteria listed below.  The <ORG NAME> may conduct an interview session with the top candidates before final selection. The <ORG NAME> may conduct an interview session with the top candidates before final selection.

	Criteria
	Points

	1. Small Business consideration 
	5

	2. Evaluation of Company experience and approach to IT security assessments, policy, and plan development.
	10

	3. Evaluation of Company experience and contributions to research and development within the security industry. 
	10

	4. Evaluation of staff experience, competency, and expertise based on the resumes for each person assigned to the project.
	25

	5. Extent to which the project work plan with the estimated time schedule reflects an understanding of the defined tasks as described in the Description of Services section 
	25

	6. Cost 
	25

	Total
	100


Contract Award

The contract will be awarded to the vendor whose offer obtains the highest number of points.  In the event of a tie, the vendor who scores highest in Section 10, Selection Criteria, item 5 (Extent to which the project work plan with the estimated time schedule reflects an understanding of clearly defined tasks) will be the awardee.  All applicants will be notified by FAX of the results no later than by the close of business day <DAY>, <DATE>.
Contract Terms and Requirements

Compensation

Invoice Processing and Compensation

The <ORG NAME> will comply with the terms set forth in the selected vendor’s CMAS agreement with DGS.  To receive prompt payment for services, the vendor should submit all invoices to the Contract Monitor at the following address:
<INSERT CONTACT INFORMATION>

The vendor must submit a Payee Data Record (Std. 204) form in order to receive payment from the <ORG NAME>.  This form must be submitted to the <ORG NAME> upon contract award.

Payments will be made monthly in arrears upon receipt of an itemized invoice and deliverables. For contracts with duration of more than 90 days, the state shall retain from each payment an amount equal to 10 percent of the payment.  At the end of the contract, the vendor shall submit a final invoice for the accrued withheld payments.

The State shall make final payment upon:

· Receipt of the final invoice from the vendor;

· Completion and acceptance of work by the <ORG NAME>;

· Completion of a Contract/Contractor Evaluation (Std. 4) form by the contract manager; and

· Submission of the Contract/Contractor Evaluation (Std.4) to the <ORG NAME> Contracts Office in accordance with Public Contract Code Section 10379.

CMAS Progress Payments/Performance Bonds Requirement

In accordance with Public Contract Code (PCC) 12112:

Any contract for information technology goods or services to be manufactured or performed by the contractor especially for the State and not suitable for sale to others in the ordinary course of the contractor’s business may provide, in the terms and conditions that the department deems necessary to protect the State’s interest, for progress payments for work performed and costs incurred at the contractor’s shop or plant, provided that not less than 10 percent of the contract price is required to be withheld until final delivery and acceptance of the goods or services, and provided further, that the contractor is required to submit a faithful performance bond, acceptable to the department, in a sum not less than one-half of the total amount payable under the contract securing the faithful performance of the contract by the contractor.

If awarded the contract, the vendor must provide to the <ORG NAME> a performance bond in the amount stated above prior to contract execution. 
Small Business/DVBE Consideration

Prior to placing purchase orders under the California Multiple Award Schedules Program, state agencies shall whenever “practicable” first consider offers from small businesses and/or DVBE’s that have established CMAS contracts (Government Code Section 14846(b) and Executive Orders).

The Disabled Veteran Business Enterprise (DVBE) Participation Goal Program for state contracts is established in Public Contract Code (PCC), Section 10115 et seq., Military and Veterans Code, Section 999 et seq., and California Code of Regulations, Title 2 (2 CCR), Section 1896.60 et seq.

Small Business

When ever a contracting agency establishes that is necessary that the contract be awarded to a firm or individual based upon the total accumulation of points, all qualified small businesses shall be granted, in addition to the earned score, a point consideration based upon a percentage of the price component of the highest scored proposal, if that proposal is submitted by another bidder who is not certified as a small business.

If the contractor is certified as a small business and/or a disabled veteran business enterprise, by the Office of Small Business and Disabled Veterans Business Enterprise Certification (OSDC), the contractor’s proposal must include a copy of their current Small Business Certification letter. 

DVBE

An explanation of the Disabled Veteran Enterprise Program (DVBE) requirements can be found at the Internet web site www.pd.dgs.ca.gov/dvbe. Select “DVBE Resource Packet” under “Quick Links”. 

The DVBE package and the required submittal forms can be found at the Internet website www.pd.dgs.ca.gov, select ”DVBE Participation Program” under “ Quick Links’, then select DVBE Participation Solicitation Package Attachment and Summary.
Project Staff Replacements 

The vendor will be responsible for providing all staff persons required to satisfy the requirements of the contract that will be entered into between the <ORG NAME> and the successful vendor.  The vendor’s actual project staff must include the staff identified in their offer.  The state recognizes that a staff resignation, or other such event, may result in team members no longer being available to the vendor after the start of a project.  The state reserves the right to approve or deny all replacement project team members assigned by the vendor to this project.    

State approval for staff replacement will be considered at the state’s discretion.  The replacement project team member must possess the same or higher level of technical expertise and/or experience than the original staff person leaving the project.  The vendor must notify the TSD Contract Monitor of personnel vacancies and provide resumes of replacement staff as support for the vendor’s compliance with this provision.  This includes substitutions made between submission of the offer and the actual start of the project, as well as staffing changes that may occur during the course of the contract.  Such notification and proposed staff replacement must be furnished to the TSD Contract Monitor no later than fifteen (15) state business days, of the first known absence or loss of the original person.  The state reserves the right to require replacement of staff on an individual basis by giving ten (10) state business days written notice.
Ownership of Materials

All materials developed under the terms of this agreement will become the property of the <ORG NAME>.  The <ORG NAME> reserves the exclusive right to copyright such material and to publish, disseminate, and otherwise use materials developed under the terms of this agreement.

National Labor Relations Board Certification 

By signing the contract, the contractor swears under penalty of perjury that no more than one final unappealable finding of contempt of court by a federal court has been issued against the contractor within the immediately preceding two year period because of the contractor's failure to comply with an order of a Federal Court which orders the contractor to comply with an order of the National Labor Relations Board (not applicable to public agencies).

Anti-trust Claims

 (Government Code Sections 4552-4554)

In submitting a bid to a public purchasing body, the bidder offers and agrees that if the bid is accepted, it will assign to the purchasing body all rights, title and interest in and to all causes of action it may have under Section 4 of the Clayton Act (15 USC Section 15) or under the Cartwright Act (Chapter 2) commencing with Section 16700 of Part 2 of Division 7 of the Business and Professions Code, arising from purchases of goods, materials or services by the bidder for sale to the purchasing body pursuant to the bid.  Such assignment shall be made and become effective at the time the purchasing body tenders final payment to the bidder.  

If an awarding body or public purchasing body receives, either through judgment or settlement, a monetary recovery for a cause of action assigned under this chapter, the assignor shall be entitled to receive reimbursement for actual legal costs incurred and may, upon demand, recover from the public body any portion of the recovery, including treble damages, attributable to overcharges that were paid by the assignor but were not paid by the public body as part of the bid price, less the expenses incurred in obtaining that portion of the recovery.

Upon demand in writing by the assignor, the assignee shall, within one year from such demand, reassign the cause of action assigned under this part if the assignor has been or may have been injured by the violation of law for which the cause of action arose and (a) the assignee has not been injured thereby, or (b) the assignee declines to file a court action for the cause of action.

Recycled Paper Certification

 (Public Control Code Sections 10308.5/10354)

The contractor agrees to certify in writing to <ORG NAME>, under penalty of perjury, the minimum, if not exact, percentage of recycled content, both post consumer material and secondary material as defined in Public Contract Code Sections 12161 and 12200, in materials, goods or supplies offered or products used in the performance of the contract, regardless of whether the product meets the required recycled product percentage as defined in Sections 12161 and 12200.  The contractor may certify that the product contains zero recycled content.  

Air or Water Pollution Violations 

(Government Code Section 4477) 

The contractor swears under penalty of perjury that the contractor is not:  (in violation of any order or resolution not subject to review promulgated by the State Air Resources Board or an air pollution control District; (2) subject to a cease and desist order not subject to review issued pursuant to Section 13301 of the Water Code for violation of waste discharge requirements or discharge prohibition; or (3) finally determined to be in violation of provisions of federal law relating to air or water pollution.  This provision does not apply to public agencies. 

Child Support Compliance Certification

 (Public Contract Code Section 7110) 

Required only if the contract is over $100,000:

The contractor acknowledges that (a) it recognizes the importance of child and family support obligations and shall fully comply with all applicable state and federal laws relating to child and family support enforcement including, but not limited to, disclosure of information and compliance with earnings assignment orders as provided in Chapter 8 (commencing with Section 5200) of part 5 of Division 9 of the Family Code; and (b) to the best of its knowledge it is fully complying with the earnings assignment orders of all employees and is providing the names of all new employee to the New Hire Registry maintained by the California Employment Development Department.
Computer Software Copyright Compliance

The contractor must certify that it has appropriate systems and controls in place to ensure that state funds will not be used in the performance of this contract for the acquisition, operation or maintenance of computer software in violation of copyright laws.

Union Organizing and Activities  

By signing the contract, the contractor acknowledges the applicability to the contract of Government Code Section 16645 through Section 16649.  Contractor will not assist, promote or deter union organizing by employees performing work on a state service contracting, including a public works contract.  No state funds received under this agreement will be used to assist, promote or deter union organizing. Contractor will not, for any business conducted under this agreement, use any state property to hold meetings with employees or supervisors if the purpose of such meetings is to assist, promote or deter union organizing, unless the state property is equally available to the general public for holding meetings.  If the contractor incurs costs or makes expenditures to assist, promote or deter union organizing, the contractor will maintain records sufficient to show that no reimbursement from state funds has been sought for these costs.  The contractor shall provide these records to the Attorney General upon request.  By signing the contract, the contractor certifies that no request for reimbursement or payment under this agreement will seek reimbursement for costs incurred to assist, promote or deter union organizing. 

Subcontracting Requirements

Any subcontractor that the CMAS contractor chooses to use in fulfilling requirements of this contract/order, and which is expected to receive more than 10 percent of value of the contractor/order, must also meet all contractual, administrative, and technical requirements of the contract, as applicable.
 Americans With Disabilities Act 

For contracts for services falling within the scope of the ADA act:

By signing this contract, the contractor assures <ORG NAME> the it shall comply with the Americans with Disabilities Act (ADA) of 1990 (42 U.S.C. 12101 et seq.) as well as all applicable federal and state laws and regulations, guidelines and interpretations issued thereto.

Use of Personal Computers 

The contractor may have use of their personal (non-<ORG NAME>) laptop computer on state premises with prior approval by TSD; however, connection of the laptop computer (or other personally owned IT equipment) to the <ORG NAME> network is strictly prohibited.  Personally owned software may not be loaded to a <ORG NAME>-owned computer unless approval from TSD has been granted.


Contracts Funded by the Federal Government

It is mutually understood between the parties that this contract may have been written before ascertaining the availability of congressional appropriation of funds, for the mutual benefit of both parties, in order to avoid program and fiscal delays which would occur if the contract were executed after that determination was made.

This contract is valid and enforceable only if sufficient funds are made available to the State by the United States Government for fiscal year (s) 2005-2006, 2006-2007 covered by this agreement for the purposes of this program.  In addition, this contract is subject to any additional restrictions, limitations, or conditions enacted by the Congress or any statute enacted by the Congress, which may affect the provisions, terms, or funding of this contract in any manner.

It is mutually agreed that if Congress does not appropriate sufficient funds for the program, this contract shall be amended to reflect any reduction in funds.

The department has the option to void the contract under the 30-day cancellation clause or to amend the contract to reflect any reduction of funds.

The recipient shall comply with the Single Audit Act and the reporting requirements set forth in OMB Circular A-133.

Additional Contract Requirements for Consulting

The requirements of Public Contract Code Section 10365.5 and this section are applicable to any information technology contract that includes a consulting component.
Exclusion for Conflict of Interest

No consultant shall be paid out of state funds for developing recommendations on the acquisition of EDP products or services or assisting in the preparation of a feasibility study, if that consultant is to be a source of such acquisition or would otherwise directly and/or materially benefit from the state adoption of such recommendations or the course of action recommended in the feasibility study. Further, no consultant shall be paid out of state funds for developing recommendations on the disposal of state surplus EDP products if that consultant would directly and/or materially benefit from state adoption of such recommendations.  

Follow-on Contracts

No person, firm, or subsidiary thereof who has been awarded a consulting services contract, or a contract which includes a consulting component, may be awarded a contract for the provision of services, delivery of goods or supplies, or any other related action which is required, suggested, or otherwise deemed appropriate as an end product of the consulting services contract. Therefore, any consultant that contracts with a state agency to develop feasibility study or provide formal recommendations for the acquisition of EDP products or services is precluded from contracting for any work recommended in the feasibility study or the formal recommendation.

Disclosure of Financial Interests

Offers in response to state procurements for assistance in the preparation of feasibility studies or the development of recommendations for the acquisition of EDP products and services must disclose any financial interests (i.e., service contracts, OEM agreements, remarketing agreements, etc.) that may, in the foreseeable contract, allow the individual or organization submitting the offer to materially benefit from the state's adoption of a course of action recommended in the feasibility study or of the acquisition recommendations.
In addition, should a consultant establish or become aware of such a financial interest during the course of contract performance, the consultant must inform the state in writing within 10 working days. If, in the state's judgment, the newly established financial interest will jeopardize the objectivity of the recommendations, the state shall have the option of terminating the contract.  Failure to disclose a relevant financial interest on the part of a consultant will   be deemed grounds for termination of the contract with all associated costs to be born by the consultant and, in addition, the consultant may be excluded from participating in the state's bid processes for a period of up to 360 calendar days in accordance with Public Contract Code Section 12102(h).

Data Management

Data Management Guidelines for Project Management Contractors

<ORG NAME> has adopted a long-term data management strategy to establish and maintain a common data architecture (i.e., common way to name and define data) and to promote good data management practices.  The Data Management Division (DMD) is responsible for leading these efforts and for ensuring that work to develop new or modify existing data-related systems comply with <ORG NAME's> data management standards and guidelines.  The Project Management Consultant agrees to ensure the system developer: 

1. Works with program areas to ensure that any data product resulting from the contract is catalogued in the Data Resource Guide (DRG).  The Data Management Improvement Program (DMIP) recognizes that it is the primary responsibility of the program area to work with the DMIP to make sure that this information is catalogued and that the contractor should offer its full cooperation in this effort.

2. Works with program areas to ensure that <ORG NAME> or its contractors do not collect duplicative data.  This includes working with <ORG NAME> program areas to negotiate collection timelines, data sharing or other issues that will prevent duplicate data collection.

3. Uses common <ORG NAME> data naming conventions, structures and data rules.

4. Uses <ORG NAME> glossary, abbreviations, acronyms, and lexicon whenever possible.

5. Adheres to <ORG NAME> Guiding Principles and Best Practices for Data Management.

6. Has an emergency recovery plan.

7. <INSERT ANY OTHER APPLICABLE DATA MANAGEMENT PROVISIONS>.

8. Adheres to departmental state and federal guidelines related to the collection of data.

Feasibility Study Report Contractor

<ORG NAME> has adopted a long-term data management strategy to establish and maintain a common data architecture (i.e., data are easily shared, well-defined, easy to locate, reliable, and complete) and to promote good data management practices.  The Data Management Division (DMD) is responsible for leading these efforts and for ensuring that work to develop new or modify existing data-related systems comply with <ORG NAME's> data management standards and guidelines.  The FSR document developed under this contract will be in alignment with <ORG NAME's> data management guidelines and directives.  The FSR contractor is required to meet with the DMD within ten working days of the contract approval date and will ensure that the analysis of alternatives as well as the recommended solution reflect consideration of <ORG NAME's> data management guidelines and guiding principles (e.g., only collecting and storing data when there is a compelling business need; minimizing data redundancy and maximizing data value; the cost of collecting, storing, and accessing data will be commensurate with the business needs for that data and the benefit derived based on financial and cost/benefit analyses). The contractor also agrees to provide the DMD with draft copies of the FSR and understands that the final copy is subject to DMD’s review. The contractor will ensure that the final draft is delivered to DMD such that DMD is allowed ten working days to review and comment.

Data Management Requirements

For contracts that require the Contractor to conduct data collection services including, but not limited to surveys, on-line web applications, program evaluation, legislative reports, and assessment), Contractor hereby agrees to adhere to the following <ORG NAME> standards.
Privacy, Security and Confidentiality

If, in the course of carrying out this work, the contractor gathers or processes personal (private) information, the contractor must provide written assurance that the data will be managed in accordance with all applicable federal and California state privacy laws including, but not limited to: California Information Practices Act (Civil Code Sections 1798 et.seq) and <INSERT APPLICABLE DEPARTMENT LAWS>. Examples of personal information include, but are not limited to: name, telephone, e-mail account, address, date of birth, and social security number.

In addition, the contractor will be expected to demonstrate that it has taken specific steps to ensure the data are kept secure and confidential as evidenced, at minimum, by the following:

· Each and every employee, sub-contractor or other person who has access to personal information is required to sign a statement that they understand that the information is personal and they will take steps to ensure that unauthorized personnel do not gain access to personal data.

· Personal data, while being transmitted electronically, must be encrypted.

· Any repository for the data will be locked and have access restricted to those personnel that have a legitimate need to access the data and who have signed a confidentiality agreement.

<ORG NAME> considers mailing information (including e-mail address) to be personal (private). As such, if a contract asks a person for his or her mailing information, the contractor must make it clear to the person providing the information whether the information will be shared with any organization other than <ORG NAME> and the contracted organization. In addition, the contractor will provide the person providing the mailing information an “opt-out” option (i.e., the person can elect to not have his or her mailing information shared with organizations outside of <ORG NAME> and the contractor).

Data Ownership

The contractor understands that any and all data that is collected and/or generated by the work performed in this contract are the sole property of the <ORG NAME>.

Use of Preferred Variations 

In the course of gathering data or creating a database, the contractor agrees to use the <ORG NAME's> preferred variations* for collecting and storing specific data. 

* The preferred variation is the format or content that is accepted by <ORG NAME> as the preferred way of storing and/or sharing data.  It may not be the preferred variation in another organization.

Data Dictionaries 

If the contractor is collecting data on behalf of the <ORG NAME>, the contractor agrees to develop and maintain a complete data dictionary in accordance with the <ORG NAME> specifications and provide that information, in electronic format, to the Data Management Improvement Program.

Information Technology (IT) Requirements

Web Services

For contracts that require the contractor to develop, modify or maintain any type of Web Service or product (which includes but is not limited to a Web site, Web application, online form, or any type of online data collection), Contractor hereby agrees to adhere to the following <ORG NAME>(<ORG NAME>) Web standards:

9. All Web site and application pages/documents which can be seen by users must be reviewed and approved as required by the <ORG NAME's> process.  Contractor agrees to work through the <ORG NAME> liaison for this agreement to ensure the <ORG NAME's> process is implemented.

10. Web sites and Web applications must adhere to all <ORG NAME> Web Standards listed here:

a.  Standards for Web Applications / External Web sites. 

b.  Accessibility Standards.

c.  Style Manual for the California Department of Education.

d.  Web Writers Handbook.

e.  Application Development Standards.

The abovementioned standards documents can be downloaded via the Internet at <PROVIDE LINK OR APPLIACBLE REFERENCE>.

11. In addition to the <ORG NAME> Web Accessibility Standards, and in compliance with the Americans with Disabilities Act (ADA) of 1990 (42 U.S.C. 12101 et seq.), upon request by a site user, Contractor will make alternative formats and/or media of any material, product or presentation available to the user within a reasonable period of time.

12. Contractor must provide the application and/or Web site source code, collected data and project documentation in a form to be specified by <ORG NAME> according to the following time frame:

a.
For new sites/applications:  Within 30 days of implementation.  For multi-year agreements, material must also be provided annually on the contract date anniversary during the contract period.

b.
For existing sites/applications:  Within 90 days of the contract renewal or amendment execution.  For multi-year agreements, material must also be provided annually on the contract date anniversary during the contract period.

13. Contractor shall monitor the Web site/application on a monthly basis (or more frequently if necessary) to identify and correct the following issues:

a.  Broken links 

b.  Dated content 

c.  Usability issues 

d.  Circumstances where the contractual agreement is not followed.

14. Contractor agrees to not violate any proprietary rights or laws (i.e. privacy, confidentiality, copyright, commercial use, hate speech, porn, software/media downloading, etc.). Also, if the <ORG NAME> has copyrighted any of the material that will be posted, Contractor agrees to contact the <ORG NAME> Press to obtain their permission.

15. Contractor agrees that any Web applications, Web sites, data or other files which may be needed to restore the system in the event of disaster are backed up redundantly, and that a detailed, tested plan exists for such a restoration.

16. Contractor shall provide the <ORG NAME> with Web site usage reports on a monthly basis during the contract period for each Web page, document or file which can be viewed by users. Additionally, Contractor shall provide an easy mechanism for users to provide feedback on the site/application, such as a feedback form.

EXHIBITS

EXHIBIT A

COST INFORMATION FORM  
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CALIFORNIA DEPARTMENT OF EDUCATION

CONTRACTS OFFICE


CMAS/MSA CONTRACTS

AIR OR WATER POLLUTION/RECYCLED PAPER CERTIFICATION
CO-501 (2/00)

AIR OR WATER POLLUTION VIOLATIONS (Government Code Section 4477)
By signing this agreement, the Supplier swears under penalty of perjury that the Supplier is not: (1) in violation of any order or resolution not subject to review promulgated by the State Air Resources Board or an air pollution control district; (2) subject to a cease and desist order not subject to review issued pursuant to Section 13301 of the Water Code for violation of waste discharge requirements or discharge prohibitions; or (3) finally determined to be in violation of provisions of federal law relating to air or water pollution.

RECYCLED PAPER CERTIFICATION (Public Contract Code Section 10308.5/10354)

The Supplier agrees to certify in writing to the <ORG NAME>, under penalty of perjury, the minimum, if not exact, percentage of recycled content, both post consumer material and secondary material as defined in Public Contract Code Sections 12161 and 12200, in materials, goods or supplies offered or products used in the performance of the contract, regardless of whether the product meets the required recycled product percentage as defined in Sections 12161 and 12200.  The Supplier may certify that the product contains zero recycled content.

	CMAS/MSA CONTRACT NUMBER 

     
	CMAS/MSA EXPIRATION DATE

     

	COUNTY

     

	

	SIGNATURE

►


	DATE  EXECUTED


CALIFORNIA DEPARTMENT OF EDUCATION

CONTRACTS OFFICE

CHILD CARE SUPPORT COMPLIANCE
(Public Contract Code Section 7100)
CO-503 (2/00)

By signing this agreement, the contractor acknowledges that (a) it recognizes the importance of child and family support obligations and shall fully comply with all applicable state and federal laws relating to child and family support enforcement, including but not limited to, disclosure of information and compliance with earnings assignment orders as provided in Chapter 8 (commencing with Section 5200) of Part 5 of Division 9 of the Family Code; and (b) to the best of its knowledge it is fully complying with the earnings assignment orders of all employees and is providing the names of all new employees to the New Hire Registry maintained by the California Employment Development Department.

	CMAS/MSA CONTRACT NUMBER

     
	CMAS/MSA EXPIRATION DATE

     

	COUNTY

     

	

	SIGNATURE

►


	DATE EXECUTED


CALIFORNIA DEPARTMENT OF EDUCATION

CONTRACTS OFFICE

COMPUTER SOFTWARE COPYRIGHT COMPLIANCE

CO-505 (3/01)

By signing this agreement, the contractor certifies that it has appropriate systems and controls in place to ensure that state funds will not be used in the performance of this contract for the acquisition, operation or maintenance of computer software in violation of copyright laws.

	CMAS/MSA CONTRACT NUMBER

     
	CMAS/MSA EXPIRATION DATE

     

	COUNTY

     
	

	SIGNATURE

►
	DATE EXECUTED


CALIFORNIA DEPARTMENT OF EDUCATION

CONTRACTS OFFICE
SMALL BUSINESS CERTIFICATION FORM            

ALL CONTRACTORS: Please check the appropriate line, sign and date this form and submit with your response.

_____
I am a certified small business and Small Business Consideration is applicable to this response. A copy of my certification from the Office of Small Business Certification and Resources is attached to this form (Exhibit A).

_____
I have recently filed for Small Business Certification but have not yet received certification.

_____
I have read the section (XII.B) on Small Business Consideration and I declare that I am NOT a certified Small Business and am NOT claiming the Small Business Certification.

	CMAS/MSA CONTRACT NUMBER 
	CMAS/MSA EXPIRATION DATE

	COUNTY
	

	SIGNATURE

►
	DATE EXECUTED


CO. 7 (REV. 10/99) 


FEDERAL CERTIFICATIONS



CERTIFICATIONS REGARDING LOBBYING; DEBARMENT, SUSPENSION AND OTHER RESPONSIBILITY MATTERS; AND DRUG-FREE WORKPLACE REQUIREMENTS

Applicants should refer to the regulations cited below to determine the certification to which they are required to attest.  Applicants should also review the instructions for certification included in the regulations before completing this form.  Signature on this form provides for compliance with certification requirements under 34 CFR Part 82, New restrictions on Lobbying,  and 34 CFR Part 85, Government-wide Debarment and Suspension (Non procurement) and Government-wide requirements for Drug-Free Workplace (Grants).  The certifications shall be treated as a material representation of fact upon which reliance will be placed when the Department of Education determines to award the covered transaction, grant, or cooperative agreement. _________________________________________________________________________________________________________________________

1.  LOBBYING

As required by Section 1352, Title 31 of the U.S. Code, and implemented at 34 CFR Part 82, for persons entering into a grant or cooperative agreement over $100,000 as defined at 34 CFR Part 82, Sections 82.105 and 82.110, the applicant certifies that:

(a) No federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to any person for influencing or attempting to influence an officer or employee of any agency, a member of Congress in connection with the making of any federal grant, the entering into of any cooperative agreement, and the extension, continuation, renewal, amendment, or modification of any federal grant or cooperative agreement:

(b) If any funds other than federal appropriated funds have been or will be paid to any person for influencing or attempting to influence an employee of Congress, or any employee of a Member of Congress in connection with this Federal grant or cooperative agreement, the undersigned shall complete and submit Standard Form -LLL, Disclosure Form to Report Lobbying, in accordance with this instruction; 

(c) The undersigned shall require that the language of this certification be included in the award documents for all subawards at all tiers (including subgrants, contracts under grants and cooperative agreements, and subcontracts) and that all subrecipients shall certify and disclose accordingly.  

_____________________________________________________

2.  DEBARMENT, SUSPENSION, AND OTHER RESPONSIBILITY MATTERS

As required by executive Order 12549, Debarment and Suspension, and other responsibilities implemented at 34 CFR Part 85, for prospective participants in primary or a lower tier covered transactions, as defined at 34 CFR Part 85, Sections 85.105 and 85.110-

A.  The applicant certifies that it and its principals:

(a) Are not presently debarred, suspended proposed for debarment, declared ineligible, or voluntarily excluded from covered transactions by any federal department or agency:

(B) Have not within a three-year period preceding this application been convicted of or had a civil judgment rendered against them for commission of fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a public (federal, state, or local) transaction or contract under a public transaction violation of federal or State antitrust statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements, or receiving stolen property; 

(c) Are not presently indicted for or otherwise criminally or civilly charged by a governmental entity (federal, state, or local) with commission of any of the offenses enumerated in paragraph (1) (b) of this certification; and 

(d) Have not within a three-year period proceeding this application had one or more public transactions (federal, state, or local) terminated for cause or default; and 

B.  Where the applicant is unable to certify to any of the statements in this certification, he or she shall attach an explanation to this application.  

___________________________________________________________

3.  DRUG-FREE WORKPLACE  (GRANTEES OTHER THAN INDIVIDUALS)

As required by the Drug-Free Workplace Act of 1988, and implemented at 34 CFR Part 85, Subpart F, for grantees, as defined at 34 CFR Part 85, Sections 85.605 and 85.610-

A.  The applicant certifies that it will or will continue to provide a drug-free workplace by:

(a) Publishing a statement notifying employees that the unlawful manufacture, distribution, dispensing, possession, or use of a controlled substance is prohibited in the grantee’s workplace and specifying the actions that will be taken against employees for violation of such prohibition.  

(b) Establishing an on-going drug-free awareness program to inform employees about- 

(1) The danger of drug abuse in the workplace;

(2) The grantee’s policy of maintaining a drug-free workplace;

(3) Any available drug counseling, rehabilitation, and employee assistance programs; and 

(4) The penalties that may be imposed upon employees for drug abuse violations occurring in the workplace; 

(c) Making it a requirement that each employee to be engaged in performance of the grant be given a copy of the statement required by paragraph (a);

(d) Notifying the employee in the statement required by paragraph (a) that, as a condition of employment under the grant, the employee will -

(1) Abide by the terms of the statement; and 

 (2) Notify the employer in writing of his or her conviction for a violation;  

(e) Notifying the agency, in writing, within 10 calendar days after receiving notice under subparagraph (d) (2) from an employee or otherwise receiving actual notice of such conviction.  Employers of convicted employees must provide notice, including position title, to: Director, Grants, and Contracts Service, U.S. Department of Education, 400 Maryland Avenue, S.W.  (Room 3124, GSA Regional Office Building No. 3), Washington, DC 20202-4571.  Notice shall include the identification number(s) of each affected grant: 

(f) Taking one of the following actions, within 30 calendar days of receiving notice under subparagraph (d) (2), with respect to any employee whom is so convicted:  

(1) Taking appropriate personnel action against such an employee, up to and including termination, consistent with the requirements of the Rehabilitation Act of 1973, as amended; or 

(2) Requiring such employee to participate satisfactorily in a drug abuse assistance or rehabilitation program approved for such purposes by a federal, state, or local health, law enforcement, or other appropriate agency:

(g) Making a good faith effort to continue to maintain a drug-free workplace through implementation of paragraphs (a), (b), (c), (d), (e), and (f).

B.  The grantee may insert in the space provided below the site(s) for the performance of work done in connection with the specific grant:  

Place of Performance (Street address, city, county, state, zip code)

___________________________________________________________

___________________________________________________________

___________________________________________________________Check [  ] if there are workplaces on file that are not identified here.  

DRUG-FREE WORKPLACE 

(GRANTEES WHO ARE INDIVIDUALS)

As required by the Drug-Free Workplace Act of 1988, and implemented at 34 CFR Part 85, Subpart F, for grantees, as defined at 34 CFR Part 85, Sections 85.605 and 85.610

a.  As a condition of the grant, I certify that I will not engage in the unlawful manufacture, distribution, dispensing, possession, or use of a controlled substance in conducting any activity with he grant, and 

b.  If convicted of a criminal drug offense resulting from a violation occurring during the conduct of any grant activity, I will report the conviction, in writing, within 10 calendar days of the conviction, to: Director, Grants and contracts Service, U.S. department of Education, 400 Maryland Avenue, S.W. (Room 3124, GSA Regional Office Building No. 3) Washington, DC 20202-4571.  Notice shall include the identification numbers(s) of each affected grant. 

______________________________________________________________________________________________________________________________  

As the duly authorized representative of the applicant, I hereby certify that the applicant will comply with the above certifications.  

	NAME OF APPLICANT                                                                                                             CONTRACT #



	PRINTED NAME AND TITLE OF AUTHORIZED REPRESENTATIVE 

___________________________________________________________________________________________________________________________ 

SIGNATURE                                                                  DATE
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